Sample bug bounty project for “small company”
Project for sample eshop “Best Shop”
(Every bug bounty program on Hacktrophy has to be in English.)

It is our best interest to offer not only a great shopping experience to our customers, but also a feeling that their personal data are secured. We are interested in reports of any vulnerabilities that could negatively affect the security of our users besides these:
· "Theoretical" vulnerabilities without any proof or demonstration
· Content spoofing / Text injection issues
· Attacks based on social engineering or phishing
· Self-XSS
· Denial of Service
· Data enumeration via registration or account recovery forms
· Logout CSRF
· Captcha bypass using OCR

NOTE: Do not submit findings that you consider as a “best practice”.

[bookmark: _GoBack]Scope:
· http://www.bestshop.sk
· http://login.bestshop.sk

Out of scope:
· Any services hosted by 3rd party providers and services

Rules:
· Please throttle all tools for automated scanning to one request per second.

Contact:
If you have any questions, please contact us via Hacktrophy message board.
