Universal bug bounty project (sample)
(Every bug bounty program on Hacktrophy has to be in English.)

[bookmark: _GoBack]At {{company_name}}, we take security seriously and it is our best interest to keep data of our users safe.

Program exlusions
We are interested in reports of any vulnerabilities that could negatively affect the security of our users besides these:
· "Theoretical" vulnerabilities without any proof or demonstration
· Content spoofing / Text injection issues
· Attacks based on social engineering or phishing
· Self-XSS
· Denial of Service

Scope:
· {{company_url}}

Out of scope:
· Any services hosted by 3rd party providers and services

Rules:
· Please throttle all tools for automated scanning to one request per second.

Disclosure Policy:
· Let us know as soon as possible upon discovery of a potential security issue, and we'll make every effort to quickly resolve the issue
· Provide us a reasonable amount of time to resolve the issue before any disclosure to the public or a third-party
· [bookmark: __DdeLink__142_2061101181]Make a good faith effort to avoid privacy violations, destruction of data, and interruption or degradation of our service. Only interact with accounts you own or with explicit permission of the account holder


Contact:
If you have any questions, please contact us via Hacktrophy message board.
