RULES OF PERSONAL DATA PROTECTION

e The Company Hacktrophy spol. s r. 0., Zédhradnicka 60, 821 08 Bratislava - city
district Ruzinov, Company ID No.: 50 767 895, registered in the commercial
register of the District court Bratislava |, section Sro, file No. 118223/B
(hereinafter only as the ,Hacktrophy”) collects and processes personal data for
the purpose further specified in these rules of personal data protection in the
maximum range of: name, surname, address of permanent residence, e-mail
address, telephone number, bank account number. The Company Hacktrophy
will obtain mentioned personal data through registration, or otherwise as it is
stated on the website https://hacktrophy.com (hereinafter only as the
,Website"). Any collection and processing of personal data by Hacktrophy is
carried out strictly in accordance with provisions of the Act No. 122/2013 Coll.
on personal data protection and on the change and addition of some acts
(hereinafter only as the ,act on personal data protection”).

e Expression of your explicit consent with providing of your personal data needed
for proper provision of the chosen service is the necessary condition of using of
any services provided by Hacktrophy through the Website. Please be aware, that
without providing of the requested personal data, Hacktrophy cannot provide
you with its services.

e You grant your consent to Hacktrophy with using of your personal data
according to conditions stated in these rules for the period of 10 years.

e By using the Website you agree, that your personal data obtained though
registration or otherwise in connection with the use of the Website, can be
transferred across international borders to places, where servers supporting the
Website are located (including but not limited to transfers from these places
back to the country of your registration) for the purpose of operation and
development of the Website, including transfers to subcontractors or to
representatives of Hacktrophy, who perform tasks connected with the Website,
or for the purpose of the storage of data in respective databases.

e The purpose of personal data processing depends on the content of service
provided by Hacktrophy, which you choose to use. Hacktrophy obtains personal
data as described above for the following purposes:

a. use of the service/your active participation in the Hacktrophy Bug Bounty
Program, whether as the customer or as the ethical hacker according to the
conditions stated on the Website,


https://hacktrophy.com/

b. sending of business, marketing and advertising information, specifically:

With the use of statistical probability we are doing our best to present you
only with such advertising contents, which are interesting for you, while we do
it by sending of advertising information via e-mail. You can disagree with such
use of your personal data anytime by short written notice to
info@hacktrophy.com.

Thanks to our Newsletter, which we send via e-mail, you have the opportunity
to obtain regularly the information on activities and offers of our company.
You will receive our Newsletter only in case you grant us your explicit consent
to do so. You can withdraw your consent with saving your e-mail address and
its use for sending of the electronic Newsletter anytime without incurring any
other costs than costs connected with sending of this information according
to the basic tariffs. You can find the link for the Newsletter logoff at the end of
every Newsletter.

We obtain your personal data also for the purpose of presentation of services
provided by our company in the future, but also for the purpose of answering
your possible questions, or comments to the range, content or quality of our
services. We will use this data in accordance with effective legal acts for
sending of answers to your questions, or to contact you via e-mail or by
phone and to inform you about services or promotional events, which we
offer. We can also need your personal data so that we could contact you to
obtain additional information needed for processing or for fulfilment of your
order and/or your request.

Except when required by effective general legal acts, we will not submit your
personal data to the third person without your consent.

According to the sec. 28 par. 1 of the act on personal data protection you are
entitled to request rom us upon written application:

a. confirmation, whether your personal data are or are not being processed,
b. information about the state of processing of his personal data in the filing
system in a generally intelligible form and in the extent under Section 15

Paragraph 1 Points a) to e) Numbers 1 to 6;

C. exact information, in a generally intelligible form, about the source from
which the controller obtained his personal data for their processing

d. list of his personal data, in a generally intelligible form, which constitute the
subject of the processing


mailto:info@hacktrophy.com

e. rectification or erasure of his inaccurate, incomplete or not updated personal
data, which constitute the subject of the processing,

f. erasure of his personal data, if the purpose of their processing was fulfilled,

g. erasure of his personal data which constitute the subject of processing if
there was a violation of the law,

h. blocking of his personal data due to the cancelation of the consent for

personal data processing before its expiration if controller processes

personal data based on the consent

of the data subject.

The Company Hacktrophy will complete, correct or erasure any incomplete,
inaccurate or not updated personal data obtained by Hacktrophy in connection
with the Website operation, on our own initiative or at your request.

You can use the Website for information purposes without having Hacktrophy
informed who you are and providing any personal data. However from time to
time Hactrophy or authorized third persons can placed into your computer
information, which enables to collect some data to Hacktrophy. These
information are generally known as "cookies" and are used on many websites.
Cookie is saved on hard disk in your computer, not on the Website. Hacktrophy
and/or entitled third persons will only use information, which they placed in
cookies on their own through the Website.

Using of cookies brings you benefits, as for example it eliminates the need for
frequent password input during one visit. This information is not personally
identifiable - in other words, cookies identify your computer, not you personally.
If you do not wish to receive cookies or want to be notified of their reception,
you can set up your internet browser if this browser allows you to do so. Please
note that when cookies are turned off, you may not always be able to view
certain parts of the Website that would enrich your visit or you will not be able
to download certain content and/or participate in certain transactions on the
Website.

In addition, the Website may also use another technology that allows
Hacktrophy to collect certain technical information, such as your Internet
Protocol (IP) address, the type of operating system you use on your computer,
the type of Internet browser and the addresses of other linked sites to improve
the provided services.

A person under the age of 18 years, respectively person younger than the
recommended or statutory limit in certain country, may not send to Hacktrophy
any information. In case you are younger or minor, you will need for using of the



Website and services, or for realization of any legal acts consent of your
parent(s) or your legal representative(s), except when such activities are
permitted in the country of the applicable law.

We are entitled to change, edit these rules of personal data protection or
prevent from access to the Website or its content, anytime and without previous
notice.

Hacktrophy is entitled to establish separate conditions for various provided
services, in which it is entitled to adjust specific conditions concerning given
service (including protection of privacy and data).



