
Test Project EDIT
test_project

Status             This project is published

Subscription       Premium

Monthly reward limit       1 000,00 € (per year)

Members       companyRep_2 (admin), hacker_2 (admin), hacker_1, 

      lukas_moderator

EDIT MEMBERS

Description History Premium subscriptions Comments (6) Private chanell with mods

Private Information
not shown publicly

Organization ID
345463

Address
California, CA 94065, Redwood City, 209 
Redwood Shores Parkway

Payment Infor
California, BANCA CORPORACION BANCARIA, 
S.A., accountName, IBAN: ES 91 2100 0418 45 
0200051332, SWIFT: CAGLESMMCOP, VAT: 
34674325-43

Reports
3 total  |  0 published

     (#2) Oracle VM VirtualBox < 5.0.32 / 5.1.14 - 
Privilage Escalation

filed by miroc_res 
on 11:21 February 03, 2017

OPEN

     (#6) TrueOnline / ZyXEL P660HN-T v1 Router 
Unauthenticated Injection

filed by lukas_moderator 
on 11:21 February 03, 2017

CLOSE

     (#7) Client Expert 1.0 - SQL Injection

filed by lukas_moderator 
on 11:21 February 03, 2017

CLOSE

Description

At our company we take security seriously and it is our best interest to keep data of our users safe.

About project

Program exclusions

We are interested in reports of any vulnerabilities that could negatively affect the security of our users besides 
these:

- “Theoretical” vulnerabilities without any proof of demonstration

- Content spoofing / Text injection issues

- Attack based on social engineering or phising

- Self-XSS

- Denial of Service

- Upon reporting a vunlnerability with possible multiple occurrences (e.j. injection issues in multiple parameters)             
the Customer is entitled to refuse further reports of such vunlnerability until its first report occurrence was fixed

Disclosure policy

- Let us know as soon as possible upon discovery of a potential ecurity issue, and we will make every effort to 
quickly resolve the issue

- By submitting the vulnerability report, you affirm that you have not disclosed and agree that you will not disclose 
the bug or its submissions to any other than the Company and Hacktrophy via this project

- Make a good faith effort to avoid privacy violations, destructions of data and interruption or degradation of our 
service. Only interact with accounts you own or with explicit permission of the account holder. 

Contact

If you have any questions, please contact us via Hacktrophy message board.

You can find more legal information about Hacktrophy here.

Footer

- [link] www.testingproject.com

Scope

- Any service hosted by 3rd party providers and services

Out of scope

- Please throttle all tools for automated scanning to one request per second

Rules

Rewards EDIT

Acceptable Risk

Debug information 100 €

100 €

100 €

100 €

Use of CAPTCHAs

Code obfuscation

Rate limiting

Low Risk

SSL misconfigurations with little impact 1 200 €

1 400 €

100 €

900 €

SPF configuration problems

XSS with limited impact

Clickjacking


